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ABSTRACT

The ethical aspects of telemedicine were covered in the World Medical Association Statement on the Ethics of Tele-
medicine. The World Medical Association recommends that telemedicine adapt to the local regulatory frameworks, pro-
moting the creation of ethical standards, practice standards, national legislation and international resolutions regarding 
telemedicine, while protecting the physician-patient relationship, confidentiality and the quality of medical care. 

ETHICAL ASPECTS OF TELEMEDICINE

The ethical aspects of telemedicine were covered in the 
World Medical Association Statement on the Ethics of Tele-
medicine, adopted by the 58th General Assembly (Copen-
hagen 2007) and amended by the 69th General Assembly 
in 2018 (Reykjavik 2018). This statement indicates that 
the principles of medical ethics required of the profession 
for in-person consultations should also be respected in the 
practice of telemedicine, in accordance with the following 
standards:

1. The relationship between medical personnel, nursing 
and the patient should be based on a personal exam-
ination and a sufficient understanding of the patient’s 
medical history. Telemedicine should be employed in 
situations in which healthcare practitioners cannot 
be present and in managing chronic diseases or fol-
lowing-up after the initial treatment.

2. This relationship between medical personnel, nurs-
ing and the patient is based on trust and mutual re-
spect, and all should identify themselves when using 
telemedicine. If the consultation is being conducted 
by several health professionals, the physician is pri-
marily responsible for this care.

3. An appropriate informed consent process should be 
performed using the necessary information on the 
aspects of the consultations conducted by telemedi-
cine, including an explanation of how telemedicine 

works and how to make appointments, as well as 
privacy aspects, possible technical and confidentiality 
failures, prescription policies and potential coordina-
tion with other practitioners without influencing the 
patient’s decision.

4. Consider that certain technologies might be unaf-
fordable for certain patients, which could therefore 
create unequal access to telemedicine and further 
widen the gap in health between the rich and poor.

5. Medical practitioners and nurses should, when prac-
ticing telemedicine, comply with the country’s legal 
and ethical framework. They should inform patients 
of their scheduled availability to maintain the practi-
tioner’s privacy.

6. Medical practitioners and nurses should exercise 
their professional autonomy when deciding whether 
a consultation is in-person or by telemedicine. When 
using telemedicine, a detailed record should be kept 
of the advice delivered and information the patients 
receive, as well as ensuring that the patients have un-
derstood the advice and the treatment suggestions 
delivered, promoting the continuity of care.

7. We need to ensure that the users can handle the nec-
essary telecommunication system and are aware of 
the difficulties and uncertainties that can occur when 
contacting patients through telecommunication.

8. Assessment measures for the quality of care should 
be employed to ensure the patient’s safety, as well as 
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the best diagnosis and treatment possible. As with 
all health interventions, the efficacy, safety, feasibili-
ty and cost-effectiveness of telemedicine should be 
analysed.

LEGAL ASPECTS OF TELEMEDICINET

The World Medical Association recommends that tele-
medicine adapt to the local regulatory frameworks, pro-
moting the creation of ethical standards, practice standards, 
national legislation and international resolutions regarding 
telemedicine, while protecting the physician-patient rela-
tionship, confidentiality and the quality of medical care.

Performing a remote consultation entails the delivery 
of a healthcare service and an information society service. 
Therefore, guidelines need to include the free delivery of 
services within the regulations on electronic commerce and 
in accordance with the guidelines of the patients’ rights in 
cross-border health care.

As a healthcare service, telemedicine is regulated by:
• Articles 56 and 57 of the Treaty on the Function-

ing of the European Union, given that, as a service, 
telemedicine is within the scope of these articles of 
the treaty.

• Directive 2011/24/EU on the rights of patients in 
cross-border health care; specifically, in Articles 3.d, 
7.7 and 14.

Remote consultations as an information society service 
is governed by:

• Directive 2000/31/EC, on electronic commerce: 
Art. 2.a).

• Directive 98/34/EC, on information society ser-
vices: Art. 1.2.

At present, there is no regulation in Spain specifically 
governing remote consultations. We also have to assume that 
transfers of these competencies occur at the autonomic level, 
for which a series of state regulations are applied that should 
be complied with:

• Law 16/2003 on the cohesion and quality of the 
Spanish National Health System.

• Organic Law 15/1999 of December 13 on the pro-
tection of personal data, and Royal Decree 1720/200.

• Law 34/2002 of July 11 on information society ser-
vices and electronic commerce.

• Law 14/1986, General Health Law.
• Law 45/2007 of December 13 on the sustainable de-

velopment of the rural environment.

• Law 44/2003 of November 21 on healthcare profes-
sion affairs.

• Law 41/2002, the basic regulatory law on patient au-
tonomy and rights and obligations in terms of medi-
cal information and documentation.

• Law 34/1988, General Advertising Law; Royal Leg-
islative Decree 1/2007, of the General Law for the 
Defence of Consumers and Users.

• Royal Decree 81/2014, of February 7, which estab-
lishes regulations to ensure the cross-border health 
care.

• Organic Law 3/2018 of December 5, on the pro-
tection of personal data and the guarantee of digital 
rights.

Europe also does not have a regulation for this type 
of medical care. Although its implementation is intended 
to promote both primary care and hospital care for those 
populations that can experience difficulties due to their re-
moteness, Directive 2011/24/EU regarding patient rights in 
cross-border health care, which governs the rights of indi-
viduals to healthcare beyond Spain’s borders, is applied. 

SECURITY AND RECOMMENDATIONS  
OF MEDICINE 3.0

There is no prior experience with the pandemic situa-
tion we are experiencing or with the rapid progression of 
implementation of telemedicine; the literature is therefore 
scarce on the subject. We are aided by the general publi-
cation Patient Security Strategy of the Spanish National 
Health System (2015-2020) for the assessment of security 
aspects in the implementation of consultations and in the 
recent publication in Chile of The Good Practice Guide-
lines and Recommendations in Telemedicine during the 
COVID-19 epidemic in Chile.

In relation to security, the laws that take precedence are 
the Organic Law 15/1999 of December 13 on the protec-
tion of personal data, Royal Decree 1720/200 and Organic 
Law 3/2018 of December 5 on the protection of personal 
data and guarantee of digital rights, which demand compli-
ance with the following sections:

1. Data protection.
2. Data privacy and confidentiality.
3. Regulatory aspects regarding data responsibility. Use 

of corporate mail and always with a secure Internet 
connection through the company’s local network by 
means of a virtual private network (VPN).

4. Assess the patient’s capabilities and the personal and 
technological limitations.
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5. Verify the availability of the necessary material (fixed 
or mobile phone, computer, etc.).

6. Review the patient’s history.
7. Report the teleconsultation agenda (day, time, du-

ration, objectives, prior necessary examination data: 
weight, blood glucose, blood pressure, etc.).

8. Identification of the practitioner who will conduct 
the teleconsultation, maintaining privacy and confi-
dentiality.

9. Bidirectional transmission of the information: practi-
tioner-patient and patient-practitioner.

10. Check the comprehension of the recommendations, 
advice and prescriptions given.

11. Create a record of the consultation in the medical history.
12. Check the performing of prescriptions, additional 

tests and interconsultations that have been indicated.
13. Indicate new appointment information if necessary.

To complete the process, satisfaction surveys are recom-
mended for all teleconsultations (both for patients and for 
practitioners), as well as studies on the quality of care provid-
ed as a mechanism for potential future improvement.
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